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Executive Summary

 Earlier this month, Elon Musk’s artificial intelligence (AI) chatbot, Grok, came under
fire after generating offensive outputs on X (formerly Twitter), including antisemitic
remarks, praise for Adolf Hitler, and inflammatory comments about political and
religious figures.

 International public and government pushback was immediate, and U.S. lawmakers
have expressed similar concerns, with some demanding a public explanation from xAl
about how Grok generated such alarming content.

o While lawmakers’ concerns about Al systems causing real-world harm are valid - and
there are indeed effective steps they could take to strengthen oversight of both their
technical and broader risks - overly broad regulation could risk stifling innovation in
this dynamic field.

Introduction

Earlier this month, Grok - an artificial intelligence (AI) chatbot developed by xAI and
integrated in the social media platform X (formerly Twitter) - generated a significant volume

of content widely viewed as offensive, including antisemitic remarks, praise for Adolf Hitler,
and inflammatory comments targeting religious and political figures, which included insults
directed at foreign leaders such as Turkish President Recep Tayyip Erdogan.

The content generated by Grok raised concerns from advocacy groups, governmental
bodies, and X users. Concrete regulatory actions followed these concerns, such as a court-
ordered ban on Grok in Turkey, which argued the chatbot had insulted its president and
Islamic religious values. Poland, similarly, declared an intent to report the chatbot to the
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European Commission, claiming Grok made vulgar and insulting comments targeting Polish
politicians. While foreign reactions are unsurprising, U.S. lawmakers have also expressed
concerns about Grok’s harmful outputs and a group of bipartisan policymakers are
requesting a public explanation from xAl about how Grok produced such harmful content,
and what internal decisions or safeguards failed to prevent it.

This incident underscores an unresolved tension between protecting innovation and
openness and preventing the spread of harmful Al-generated content, as part of a debate
occurring just after another concerning so-called “woke Al,” a term some have used to
describe Al systems that moderate outputs to avoid offensive, harmful, or politically
sensitive content. X owner Elon Musk’s efforts to prevent Grok from being “too woke”
appear to have led to a system with fewer guardrails, the consequences of which were on
full display this month. To prevent similar situations, many tech companies have
acknowledged the risks and committed to tackling bias and adding safeguards. The
controversy reveals the risks embedded in these models, including bias and misalignment,
and raises ongoing questions about output oversight.

While there are indeed steps policymakers could take to strengthen oversight of both
technical and broader risks, including reinforcing responsible Al standards, there’s also the
risk that overly broad regulation could stifle innovation in this dynamic field.

Background

The rapid spread of applications of generative Al has raised serious concerns about its
ability to produce biased or misleading content at scale. During the 118th Congress,
policymakers tried to address these challenges and introduced legislation, among them the
Al Foundation Model Transparency Act, which aimed to require companies to disclose how
models are built and trained to help reduce bias and harm. Another, the Eliminating Bias in
Algorithmic Systems Act, focused on curbing discrimination and other harm in Al systems.
While many tech companies acknowledged these risks and committed to addressing bias
and implementing content safeguards, Grok was positioned as an alternative to “woke AL”
and its design was likely aimed at allowing more open engagement with controversial
topics.

Grok quickly crossed into alarming territory, however, producing antisemitic content,
repeating conspiracy theories, and echoing harmful stereotypes. Among the most troubling
examples was that the chatbot began referring to itself as “MechaHitler.” Grok’s outputs
are likely a consequence of algorithmic biases embedded in training data that are likely to
be amplified by its “anti-woke” design. In response to public concerns, XAl acknowledged
the inappropriate posts, stating it was actively working to remove the offensive content and
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had “taken action to ban hate speech before Grok posts on X.”

The controversy exposes the risks embedded in the models and flags ongoing questions
around Al oversight. Particularly when systems are released for public use or interact with
the public via high-traffic platforms, as does Grok through the social platform X, their
outputs can raise concerns that increase pressure on policymakers to regulate Al, often in
ways that may struggle to balance openness with accountability.

Key AI Risks at Stake

Releasing Al models to the public can unlock significant benefits, from boosting productivity
and accelerating innovation to improving accessibility and enabling widespread
experimentation with new tools. Yet Grok’s case highlights the persistent challenges of
balancing the principles of openness with the imperative to prevent harm by Al systems.

To start, Grok’s controversy brings renewed attention to ongoing concerns around bias and
the potential harm of Al-generated outputs. Grok’s linking of Jewish surnames to “anti-white
hate” suggests these harmful associations may be rooted in its training data, highlighting
the concern of algorithmic bias - systematic errors in Al systems that lead to unfair or
discriminatory outcomes. To tackle such risks, tech companies typically filter training data
to reduce harmful outputs. Al systems are opaque, however, meaning it is difficult to explain
how they arrived at a particular output. Grok’s references to politically charged conspiracy
theories also underscore how advanced Al systems can quickly become vehicles for
spreading misinformation - defined as false, incomplete and misleading content often
shared by users who may not realize it is inaccurate.

Additionally, despite xAl's claim that its Al model is designed to prioritize finding the truth,
Grok repeatedly generated misleading content that was presumably not the intent of xAlI.
This points to a clear disconnect between the system’s intended goals and its actual
behavior - a core failure of Al alignment, the condition under which Al systems act in line
with human intentions and ethical principles. More likely, the safety mechanisms and filters
designed to prevent harmful outputs were intentionally weakened or not properly
implemented under the “anti-woke” directive. This underscores the importance of careful
training data curation and strong safeguards to guide model behavior.

Finally, this case highlights how vulnerable, public-facing Al models can be manipulated.
After the incident, Elon Musk admitted that Grok was “too compliant to user prompts” and
“too eager to please,” responding to reports that users had deliberately pushed the model to
generate politically charged content. It’s a reminder that once Al systems are released to
the public, they need to be designed not just for functionality but to resist misuse.
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What Grok Reveals About AI Oversight

While advancing Al development remains imperative by lawmakers and the industry,
policymakers are increasingly asking how much oversight may be needed. In that
conversation, many are rallying around the core principle of what is called responsible Al,
which focuses on guiding the design, development, deployment, and use of Al by building
trust in its outputs. That means building trustworthy Al systems, ones that are transparent,
fair, understandable, resilient, and secure.

If policymakers do wish to act, they may consider the two main principles of responsible Al:
explainability and transparency. Congress could require some level of explainability in Al
models, a principle focused on developing Al models with methods and techniques that
make the decisions of the model understandable to humans. In the Grok case, given the
complexity of Al systems and the difficulty in tracing how specific outputs are generated,
Congress could require implementing mechanisms that allow Grok to explain its responses.
With greater explainability, it would be easier to assess whether the issue stems from biased
training data, the “anti-woke” design, prompt interpretation, or a mix of these factors.
Similarly, Congress could require additional transparency, meaning Al companies would be
asked to share clear details about how their AI works, including training data sources,
design decisions, and how shapes the outputs.

Additionally, Congress could impose additional measures to increase accountability, which
would require organizations to assume responsibility for the outcomes generated by their Al
systems. For example, if Elon Musk’s “anti-woke” design deliberately reduced or eliminated
filters or output constraints that directly led to harms, it could lead to legal liability for the
company. Congress could pass additional legislation to supplement existing law as it
specifically applies to Al-generated outputs.

Risks of Overregulation

While policymakers may have a role in establishing minimum safeguards, testing standards,
and oversight to prevent public-facing Al tools from causing harm, any regulation
necessarily comes with a trade-off. A bipartisan group of U.S. lawmakers has already sent a
letter to Elon Musk asking questions about moderation changes and training data to
understand how Grok arrived at those outputs, and legislation could soon follow to address
similar harms. But if regulations imposing these conditions go too far, they could stifle the
development and deployment of Al on a broader scale.

For example, if Congress passes a law placing additional legal liability on Al outputs,
developers could be hesitant to develop and deploy new models that could make mistakes
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but largely improve the user experience. Moreover, additional explainability and
transparency requirements would add costs to developers, making it more difficult for
smaller firms and startups to successfully compete with larger incumbents.

Conclusion

While AI holds enormous promise that should continue to be fostered, the Grok case is a
clear reminder of the risks that come with deploying powerful models without adequate
safeguards. It also highlights the ongoing debates in Al policy, particularly when it comes to
content moderation, transparency, and accountability. The swift regulatory responses
abroad could point to growing momentum for stricter oversight, especially for models
released to the public. While it is not clear how Congress will choose to respond to the Grok
case, it is clear that the tension of advancing Al innovation while minimizing harm is far
from resolved.
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